Introduction
Enterprise risk reflects the potential loss that results from
failure or uncertainty surrounding enterprise activities [1].
Examples include financial risks due to uncertainty in interest
rates and risks due to operational failures in supply chains.
Enterprise risk management (ERM) is the process of
continuously identifying and addressing these risks [1-3].
Examples of the process are the use of separation of duties to
ameliorate the risk of fraud and the use of production planning
controls to ensure continuity of a supply chain. This risk
management process can be understood in terms of observe,
orient, decide, and act\Vthe classic OODA loop [4]\/ whereby
the ability to effectively measure the risks across the enterprise
becomes central to an effective risk management process.
One common measure for risk\/probability of failure
multiplied by resultant loss\Vis widely used to provide an
economic perspective on risk [1]. For example, annualized loss
expectancy (ALE) [5, 6] and other economic metrics such as
return on investment (ROI) [6] can provide useful indicators
that facilitate the risk management process. The ROI
calculation may help justify the purchase of a new network
server as a means of mitigating a quality-of-service failure.
However, risk measurement should not be regarded as an
isolated and one-time calculation. The challenge is to closely
integrate measurements with the ERM process so that they
provide real-time indicators of risk. In the case of the network
server example, a challenge might be to track, in real time, how
an operational failure in the part of a supply-chain process
running on the server has an impact on the current ROI
their inherent risks and the controls that are in place to
address those risks according to best practice. Using these
frameworks can result in a large amount of complex
mieraatededsifonmatiorp and 2itan be difficult to trace the
relevant threats across the organization or the extent to which
risk is miti%ated. Typical measures in these frameworks, such
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In this paper, we describe a risk model that allows risk
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management process. The key components of this model are
the risk hierarchy and risk profiles. The risk hierarchy is used
to define how risk pronagates across a wide range of












variable ¢. For example, an intruder has access to a system
(via buffer overflow attack), or data loss may occur (due to
untrained staff). If failure ¢ is dependent on vulnerability
indicators vy, ..., vy, then Prop  1vy  igy...,v, @y i
the probability of the failure occurring, given indicator values
vo  do,---,Uy Iy In this paper, probabilistic primitive
risk attributes implement failure probabilities based on
vulnerability indicators that are assumed to be statistically
independent. For example, a primitive risk attribute patch
gives the probability of compromise based on the current
value of vulnerability indicator vpagch-

A regression analysis on the historical vulnerability
indicator values could be used to arrive at the probability
distribution. For the purposes of this paper, we assume that
this function is monotonically increasing with respect to
vulnerability indicator values. Thus, as the value of a
vulnerability indicator increases, then the probability of failure
(due to the associated vulnerability) increases. For example,
we assume that the vulnerability of a system can increase only
while it remains unpatched. Exploring nonmonotonic risk
within our model is a topic for future research.

Linear regression tends not to be suitable for binary
variables, and therefore, we chose logistic regression [12]
over a data set of vulnerability indicator v; values, obtaining
parameter values « and 3 and estimating the probability of
failure as

1

Pr (b[ ll’U[ X m

logistic,, ; x
for indicator value v;. This provides a compact representation
in terms of «, 3 for the distribution that can be associated
with the attribute when declared in its anchoring type, and its
inverse is easily computed using the logit function [12].

Subjective risk attributes
Part of the motivation in using logistic-based regression
analysis is that it provides an intuitive approach for
specifying distributions based on the subjective knowledge of
a domain expert when historical vulnerability data sets are
not available. For example, a security administrator advises
that there is a low likelihood of compromise to a system
that has not been patched for up to ten days; however, there is
a high likelihood of compromise if the system remains
unpatched after 30 days have passed.
A risk attribute representing vulnerability indicator v; can

be declared as a subjective probability by specifying a low

lo , high hi , and residual probability value res, with
constraints

0@ Pro; 1y
1 res®Pr¢; 1y

lo @ res
hi ®1.

Assuming that the probability of failure increases as the value
of the vulnerability indicator increases, then we fit these
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two data points to the curve Pr¢; 1]v; x  logistic x ,
where
lo hi I 1 res
«
lo hi res
2a
b lo hi

For example, Figure 2 illustrates the distribution for
vulnerability indicator Upatch, With lo 10, Ai 30, and

res 0.1.

Risk events revisited

A risk event serves to update the value of one or more
vulnerability indicators, which may increase or decrease
the probability of failure. While the risk framework supports
any type of risk event, in this paper, we consider the
passfail and timer events that support the execution of
conventional audit test procedures.

e A passfail event returns a pass (success) or fail result.
A fail results in the value of an affected primitive attribute
being decremented by 1, while a pass results in an
increment by 1.

e A timer event returns a pass or fail and updates the
affected attribute to the number of days elapsed since the
last time it passed.

For example, the daily executed test procedure ckPatch
fails when the server software is not the most recent version.
Defining it as a timer event affecting vulnerability indicator
patch means that, as the value (in days) of vpaccn changes,
then the probability of failure changes according to the
function in Figure 2.

Severity attributes

Risk attributes may be used to provide measures in

addition to the probabilities and monetary value. For example,
weightings for physical location, the value (nonmonetary)

of the data to the organization, how critical the availability of
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a web server is to the organization, or the severity or impact
of software vulnerability (e.g., [13]) may contribute to
evaluating an overall risk score for the data hosted by a server.
Since risk attributes may be scored from different ranges of
values, it can be difficult to relate the values of different
attributes in a meaningful way. Severity provides a way to
interpret the meaning of a risk attribute value and to normalize
disparate attribute values to a common severity scale.

Severity is defined as a measure of the relative significance
or impact of a risk attribute. A risk attribute a has a
severity generator I, Attribute — ® — 0,1 and a (raw)
value v of attribute « is interpreted as severity value I', v .
Here, the notation 0,1 indicates a range of values from 0
to 1. Values 0 and 1 represent the lowest and highest severity
values, respectively. It is assumed that severity is monotonic,
that is, given raw values v; and v, for attribute a, then
vi vy, vi @, va . The severity generator is a
logistic regression of subjective knowledge from a domain
expert specified in terms of lo and 4i value bounds.

As an example, an attribute valu with severity range
[500, 1,500] indicates that a server valued less than $500 is
considered to have little value, while a server valued over
$1,500 has a high value. Severity can also be used to
normalize an evaluation risk attribute in order to control risk
tolerance, for example, mapping svrALE (Example 1) to the
severity range 200,400 means that an annual loss
expectancy of less than 200 is tolerated.

Aggregation and risk metrics

Severity values may be interpreted in terms of fuzzy logic [14],
whereby the logistic function approximates the fuzzy set
with two points. Triangular norms are operations that
generalize the fuzzy logic operators, and a variety of
t-norm/t-conorm operators [15, 16] can be defined. For
example, the product fuzzy logic has a probabilistic product
(t-norm) and sum (t-conorm). The latter provides a useful
default aggregation operator for rollup. We adopt a simple
attribute data-typing system based on ordering
probability @ severity®double; this is used to
determine a type for an evaluation attribute based on the
data types of the attributes in its defining calculation and
also to provide a default aggregation operator for the rollup of
the attribute.

Example 2
The Server risk profile from Example 1 is redefined as follows:

valu: severity lo 500,hi 1500

patch : probability 1o 10,hi 30
svRisk patch X valu

timer ckPatch patch.

In this case, the subjective range 1o  10,hi 30 is used
when calculating the probability of failure of a server risk
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element based on the value of vulnerability indicator patch that
is updated by the timer procedure test ckPatch. Attribute
svRisk is calculated using the normalized values of attributes
valu and patch.

Attribute svRisk provides a metric indicating the risk of
server failure, the severity (impact) of which can be measured
at different points (risk elements) in the organization risk
hierarchy. The types probability and severity use the
t-conorm probabilistic sum (disjunction) as the default
aggregation operator with the result that svRisk is also
rolled up using a probabilistic sum. Given the risk hierarchy
instance in Figure 1, with the revised Server risk profile
above, and if svRisk e represents the (rolled-up) value of
attribute svRisk in the profile of risk element e, then the
rollup of svRisk to risk element all is calculated as

svRisk all

svRisk sales  gyrisk SVRisk purchasing

svRisk crmServer  gurisx SVRisk webServer

svRisk SVRisk webServer

svRisk SVRisk purServer .

The failure of webServer has an impact on two departments
and is therefore considered to have a double impact on the
overall all organization risk measure.

A variety of t-norms provide useful severity aggregation
operators and can also be used in the calculation of
evaluation attributes. For example, the use of t-conorm
max x,y as the aggregation (rollup) operator for svRisk in
the previous example provides a simple fuzzy risk metric
[15, 16]. The risk model provides a programmable
framework in which a range of metrics can be specified and
calculated in a hierarchical context.

A goal in selecting the aggregation operators to be used in
a risk profile is to match more closely how humans aggregate
information. Zimmerman and Zysno [17] discovered that
when making decisions, humans do not necessarily aggregate
according to the linearity of a t-norm; that is, there may be
potential for nonlinearity in the way that combinations are
perceived. For example, a human may place proportionally
greater significance on the aggregation of low-severity items
rather than on moderate-severity items. Our prototype
currently supports the compensation aggregation operator for
neutral element n: 0,1 [18, 19]. Intuitively, this
uni-norm operator may be thought of as a combination of the
probabilistic product when operand severity values are less
than » and the probabilistic sum when operand severity
values are greater than n. Using this operator, for example,
withn 0.2, aggregating svRisk causes the rollup to be less
sensitive to the aggregation of low risk values.

Enterprise risk management

The previous sections illustrate the risk model by considering
risk in terms of simple organizational elements. In practice,
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Figure 3

Hierarchy of risk types. (a) Abbreviated risk hierarchy. (b) Control fragment.

the risk model can be used to define risk in terms of any
elements that can be organized as a risk hierarchy. In this
section, we outline how the risk model can be closely
integrated with the elements of an ERM framework.

Figure 3 depicts a simplified ERM framework as a
hierarchy of risk types. A Process represents the business
activities within an enterprise and can be associated with one
or more risks. Risk is the uncertainty in a process that could
have an adverse impact on the business policy. A Control is
a framework for the management of an activity or set of
activities meant to prevent a business process risk from
occurring. A Procedure is a set of test activities, executed at
a predetermined frequency to ensure that a control is
effectively working as design. The figure provides a partial
instantiation of this hierarchy for the purchasing process.

Two risks are identified that impact the objectives of the
purchasing process, and controls are introduced in order to
mitigate those risks. The risk that revenue loss can occur as a
result of illegal access is mitigated in part by the following
two controls. First, users on the system must be authenticated.
Passwords are used to authenticate authorized users, and
periodic checks ckPasswd for weak passwords are carried
out in order to prevent password-guessing attacks. An
intruder might obtain unauthenticated access to the system by
exploiting software vulnerability, and ensuring that the
software is patched and up to date helps mitigate
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this risk. Frequent audits of installed software versions
(procedure test ckPatch) validate the effectiveness of this
control. Second, only users who require access as part of their
job function should be authorized to use the purchasing
system. Frequent audits ckACL of the system access
control policy validate the effectiveness of this control.

The risk of making payments to nonexistent and/or
unapproved suppliers is mitigated in part by the following
three controls. First, only authorized users should have access
to the payment system. Second, the staff should be given
ongoing training with monthly audits ckTrain of staff
completion. Third, every purchase order must be approved
by at least two individuals, with random checks ckPOLogs
for compliance of the logs.

Figure 4 provides a UML-class-style diagram of the
simplified ERM risk hierarchy that incorporates a risk profile
and attribute declarations. Risk attributes are anchored in the
Control type and provide measures of the effectiveness of
the control at mitigating a risk. These control risk profiles can,
in turn, be “rolled up” the risk hierarchy, providing measures
of the effectiveness of risk management in the context of the
identified Risk, the parent Process, and so forth.

Recall that a risk element may have a number of associated
risk profiles and that, in this example, an individual control
can have different profiles that are used to manage
measurements of its effectiveness with respect to servers,
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