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[https://informationisbeautiful.net]

What?
How? 



Quantitative studies
Identify final truths about the world and verify
“In this paper, we conduct an 
exploratory measurement study of a 
large software vulnerability data set 
containing 46,310 vulnerabilities 
disclosed since 1988 till 2011.” 

“In this paper, we examine how 
vulnerabilities are handled in large-
scale, analyzing more than 80,000 
security advisories published since 
1995. Based on this information, we 
quantify the performance of the 
security industry as a whole.” 

“We analysed more than 260GB of 
interdependent project versions to see 
how security bugs evolve over time, 
their persistence, their relation with 
other bug categories, and their 
relationship with size in terms of 
bytecode” 

Mature software has 
less security bugs 

than new software 

Mature software has 
more severe bugs 

than new software 

Security bugs fixed 
mostly the same way 

as other bugs 

As more agile 
processes are adopted, 
vulnerabilities get fixed 

more quickly
Exploits appear 
faster than fixes 



What about Formal Methods?

Specify final truths about the 
system and prove them correct.

“It has turned out that the world 
just does not suffer significantly 
from the kind of problem that 
our research was originally 
intended to solve.”                

[CAR Hoare, 1995]

[CACM
 3(9), Sept 1988]





Equifax: Struts vulnerability CVE-2017-5638



Contemporary systems are convoluted

and everybody is a developer  
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And used by people
The Equifax data breach

CEO [Smith] testimony: 
“The human error was that the individual
who’s responsible for communicating in the 
organization to apply the patch, did not, ”

Individual’s [Payne] response: 
“To assert that a senior vice president in the 
organization should be forwarding
vulnerability alert information to people . . . 
sort of three or four layers down in the 
organization on every alert just doesn’t hold
water, doesn’t make any sense. If that’s the 
process that the company has to rely on, 
then that’s a problem”

Different people, different realities
• how do we make sense of security?



Socio-technical systems as a social construction

• Systems as the products of humans, 
deployed and operated by humans.
• Need more than finding final truths 

and verifying them.
• Qualitative Research techniques
• Help identify why 
• Discover unknown knowns



Apache Struts2 
MVC web 

framework
A study of 

parameter interceptor security controls
(joint work with Olgierd Pieczul)

https://struts.apache.org/



Making sense of security vulnerabilities

[https://cvedetails.com]

Study of 12 years of Struts MVC vulnerabilities 



Secure 
industrial 
SCADA 
systems

https://en.wikipedia.org/wiki/File:TASNEE_001.jpg



CVE-2015-2177

CVE-2014-9222?

MS SA 2743314?

CVE-2015-7254?

Shodan located vulnerable Internet 
connected ICS; operators of system 
contacted, vulnerability highlighted, 
remediation/best practices suggested.

Tracked changes over 12 month period.

An Internet-connected SCADA system 
One year ethnographic study

l Deployed VPN; left SCADA service open
l Security vulnerabilities repeatedly introduced

in configuration changes
l Conflict in recommended practices
l Users are trying to get something else done.



Studying human 
experience of 
cyber defense 
workers



How people make sense of their world
Threat information sharing Extract of semi-structured interview with a person 

working in computer network defence about threat 
information sharing:

[…]
A: every day [ah, I see] every day, and they are really aware that, 
they know that, if we have an issue, the quickest way is to call the 
person who is doing, who is working on the issue, not respecting the 
process, etcetera, email, I’m really, it’s sometimes my [indistinct] 
sometimes we are friends also, so I just call them, can you help me, 
they always say yes

Q: that’s not, that’s not the procedure, the procedure is you send an 
email, and someone answers you?

A: the procedure is, the procedure is, I think, in [the organisation] 
the procedure is, if you know someone, don’t hesitate to call

Q: ok, but it’s informal?

A: yeah, but

Q; they encourage it, it’s acceptable?

A: most of the time, it’s acceptable, yeah, there is a way to do it, 
there is a way to do it [ok] yep

Want to confer with external contact about incident

MOU in Place? YESNO

Get interim approval

MoU cover 
incident details?

Select a different party

NO

Sanitize incident details

YES

Share threat information with external contact



Member of the organization
• Procedures are important
• Procedures help you to work
• Procedures are followed
• …

Team member
• In a crisis, procedures at a remove 

to problem-solving activity
• mindful of team when reporting 

how procedures were followed
• …

Member of a global community
• Sharing information is important.
• Procedures slow you down
• Procedures are sidelined
• …

Threat Information Sharing
Making sense of experience by constructing multiple identities



Threat Information Sharing
Procedures as an area of tension

• Social Identity theory: explains 
how and why identity is created.
• Procedures means different things 

depending on identity.
• Cognitive Dissonance emerges 

from multiple realities.
• This is how we understand the 

experience of Computer Network 
Defenders. 

Seeking 
information Crisis MoU in 

place

Constructing 
Social Identity

Experiencing 
cognitive 

dissonance

Sharing 
contrary to 
procedure



• The “what” and “how” of security
• Need more than finding final truths 

and verifying them: ask “why” 
• Should human transgression be more 

usefully thought of as a normal part of 
the security status-quo?


